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1. INTRODUCTION AND OBJECTIVES 
 

Our Privacy and Transparency Policy is based on nine common foundations.  

• Why we process your personal data and information which we may directly or indirectly 

collect. Which sources or processes we use to collect and, in your case, process the personal 

data. 

• For what aims or purposes do we process the personal data you entrust us with. 

• The need or not of processing your personal data, as well as the information associated or 

deriving from them. 

• What the legal basis is for us to be able to process your personal data and, therefore, the 

need or lack thereof to collect your consent. 

• How long do we can process your personal data. 

• If there are any third parties or recipients who can access or process such personal data. 

• If in order to process your personal data and associated information, we need to transfer 

them outside Spain, as well as the associated analysis and possible risks along with the 

guarantees we implement.  

• The control mechanisms available to you, primarily the inherent possibility of exercising your 

rights, including the possibility of contacting our DPO as an independent liaison to help you 

with any situation that may affect you. 

• What we do to protect and guarantee the trust placed in us technically as well as 

organizationally.  

We invite you to find out more about our privacy policy in order to have all the information you 

may need. Likewise, you can get a general view by looking at the infographic available on the 

Website. 
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2. PROCESSING SUMMARY TABLE 
 

Data Controller 
CATENON Group 
CATENON, S.A.  
A82539636 

Address 
Paseo de la Castellana, 93 - 11ª Planta 
Edificio Cadagua 
28046 Madrid 

Purpose 

These are the different purposes for which we may 
process your personal data as a source of origin on our 
website or social media accounts linked to CATENON. 

• CONTACT. Communication with the group through 
various resources made available to you: mailing 
address, email address, forms, social networks or 
platforms, and our blog. 

• NEWSLETTERS. Management of registrations and the 
traceability of users who wish to receive the 
newsletters or other communications we publish. 

• CANDIDATES. Registrations and management of the 
selection processes undertaken by CATENON. This 
includes the processing of personal data and 
information associated with applicants, including tests, 
references, video interviews, assessments and access 
by job offering entities throughout the process.  

• PAY DATA. CATENON will only process salary 
expectations declared within the ranges offered in 
selection processes. 
Compliance with legal obligations concerning pay 
transparency in the European Union (Directive (EU) 
2023/970), and in international jurisdictions (United 
States, Canada, Australia, Japan, United Kingdom). 
The creation of statistical reports and benchmarking 
studies exclusively with aggregated, anonymized data. 
Requesting or recording candidates’ salary history is 
expressly prohibited. 

• CLIENTS-SERVICE PROVIDERS. Management of 
relationships with clients and the necessary service 
providers through contracts for the purpose of 
providing the service or performing the group’s 
business activity. 

• MARKETING AND ADVERTISING. Segmentation of the 
target in order to engage in and conduct campaigns 
related to the group through applications associated 
with the various social networks or platforms 
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CATENON participates in. We comply with non-
discrimination policies and do not process personal 
data but rather data that prevents identification. 

• STAKEHOLDERS. Information related to the different 
stakeholders which engage with CATENON; 
particularly, shareholders, service providers, agents, 
communications. 

• RESEARCH. The study, evaluation and improvement of 
CATENON selection processes. 

• COOKIES associated with the Website with respect to 
which they store information through a link for such 
purpose. 

Legal Basis 

We process personal data under the following GDPR legal 
bases.  

• Article 6.1 a) GDPR. Consent from the data subject. 

• Article 6.1 b) GDPR. Performance of a contract or 
precontractual measures. 

• Article 6.1 c) GDPR. Compliance with legal obligations, 
including those deriving from Directive (EU) 2023/970 
on pay transparency.  

• Article 6.1. f) GDPR. To meet the legitimate interests of 
CATENON and third parties. A legitimate interest in 
research and aggregate benchmarking. 

The Exercise of Rights 

Rights of access, rectification, objection, erasure, 
restriction and portability are acknowledged and may be 
exercised through the following email address:  

lopd@catenon.com 
You may also exercise said rights through our mailing 
address. 
In certain situations, you may need to prove your identity 
by providing a copy of your valid identity document. 
In addition, under pay transparency, the data subject may 
request: 
• Information on salary ranges applicable to a particular 

job offer. 
• The criteria used for determining salary. 
• Information on gender gaps under the terms set forth 

by applicable regulations. 

Withdrawal 

Free of cost at the request of the data subject except in 
situations where the regulations on the group’s activity 
prevent such withdrawal.  
Withdrawal free of cost shall apply to requests to be added 
to and/or be deleted from mailing lists for informational 
newsletters and communications from CATENON. 

mailto:privacidad@reasyre.es
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The purposes and legal bases concerned will determine 
any continuity of processing. In any case, all personal data 
will be blocked, especially when exercising rights of 
erasure and rectification. 

Storage 

• Contact details: up to 12 months unless there is a legal 
obligation otherwise. 

• Newsletter: until the data subject asks to be deleted 
from the mailing list. 

• Candidates: until termination of the contract; such 
data will be blocked and saved for 10 years to meet 
legal liabilities or for research purposes. 

• Pay data: deleted or anonymized at the end of the 
process, unless there is an express legal obligation to 
save it. 

All personal data will be saved for the minimum period 
necessary, as determined by regulations affecting possible 
liabilities deriving from the processing and activity(ies) 
associated. 
Personal data will be saved for the time necessary to 
conduct the selection process, and will be blocked 
thereafter. Salary data will be deleted or anonymized at 
the end of each process unless there is a specific legal 
obligation otherwise. 
Storage for the purpose of the right of rectification or 
erasure shall require all personal data be blocked in order 
to fulfil any liabilities deriving from the processing and only 
for the applicable prescription period.  
Personal data may be saved for the purposes of studying, 
evaluating and improving selection processes. 

Data Protection Officer 

We have a Data Protection Officer who has been duly 
designated with the Spanish Data Protection Agency and 
any queries, complaints or any other communication 
relating to data protection may be sent to the following 
email address:  

dpo@catenon.com 

Recipients 

The group companies comprising CATENON, as well as our 
international partners. 
Our clients as the parties requesting selection processes. 
Our service providers. 
National and supranational authorities under a legal 
obligation or reliable request. 

Complaints 
You may address your complaints related to data 
protection to our Data Protection Officer and to the 

mailto:dpo@catenon.com
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Spanish Data Protection Agency or other supervisory 
authority related to and/or associated with personal data 
processing.  
A link is provided to contact the Spanish supervisory 
authority. 

www.agpd.es 

Data Transfers 

CATENON Group companies 

• Catenon Iberia, S.A.U. 

• Innovaciones para la gestión de personas, S.L. 

• Catenon, S.A.R.L. 

• Catenon, A.P.S. 

• Catenon, GMBH 

• Catenon Servicios de Contultoría, Formacao e 
Recrutamento em Recursos Humanos, LTDA. 

• Hub Innova & Talento SA de CV 

• Catenon Insan Kaynaklari ve Danismalik, S.L. 
 
The recipient companies mentioned with a legitimate 
interest in the demand for information or execution of the 
service provided, as well as possible disclosures allowed by 
law. 

International transfers 

CATENON will always process your data under the 
guarantees and requirements established by the European 
Data Protection Regulation and the currently valid Spanish 
Organic Law 3/2018. For such purpose, CATENON has 
endorsed BINDING CORPORATE RULES (BCRs), which 
regulate personal data transfers within the group. 
Likewise, some service providers which provide adequate 
privacy guarantees such as endorsement of the Privacy 
Shield (USA). 
Likewise, our service providers have adequate security 
measures such as ISO 27000 certification.  

Security 

CATENON will always process your data under the 
guarantees and requirements established by the European 
Data Protection Regulation and the currently valid Spanish 
Organic Law 3/2018. 
For such purpose, CATENON has endorsed BINDING 
CORPORATE RULES (BCRs), which regulate personal data 
transfers within the group, always ensuring a level of 
protection that is equivalent at all of our international 
subsidiaries and offices. 
Moreover, when we use service providers located outside 
the European Economic Area, we make sure they offer 
adequate guarantees with regard to privacy protection.  

http://www.agpd.es/
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In particular: 
• As concerns the United States, CATENON exclusively 

uses service providers who are certified under the EU-
US Data Privacy Framework, as approved by the 
European Commission in July 2023, which ensures a 
data protection level that is equivalent to that which 
applies in Europe. 

• In cases where there is no adequacy decision (e.g., 
Canada, Japan, Australia, Latin America and other 
third countries), CATENON signs Standard Contractual 
Clauses – SCCs as approved by the European 
Commission, and applies additional technical and 
organizational measures to guarantee the security and 
confidentiality of the data transferred.  

• Our technology and human resources service 
providers implement proven security measures, such 
as international ISO/IEC 27001 and similar 
certifications and equivalent systems, which reinforce 
the protection of the information processed. 

 

 

 

 

 

 

 

 

 

 

 

 

3. DATA CONTROLLER 
 

CATENON Group through CATENON, S.A., assigned tax identification number A82539636, and 

with a registered address of Paseo de la Castellana, 93 (Edificio Cadagua) - Planta 11ª, 28046 de 

Madrid, is the data controller except in cases indicated otherwise.  
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You may contact us for any queries, suggestions or comments in relation to our privacy policy 

through the following means of communication: 

Mailing Address: Paseo de la Castellana, 93 - 11ª Planta (Edificio Cadagua) 

     28046 Madrid (España) 

Email: lopd@catenon.com  

Phone number: (+34) 913 096 980 

 

Likewise, a contact form is available to you for any queries or questions to this end. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. DATA PROTECTION OFFICER 
 

Our Data Protection Officer (DPO) will act independently as a liaison with the national and 

regional supervisory authorities, as well as with anyone affected by possible breaches that may 

affect their rights, ensuring compliance with respect to privacy.  

Our Data Protection Officer is accredited and, for such purpose, has been duly designated and 

communicated to the Spanish supervisory authority (the Spanish Data Protection Agency). 

mailto:lopd@catenon.com
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Likewise, any queries, clarifications, suggestions and/or complaints with respect to the privacy 

policy and personal data processing performed by CATENON may be addressed to the account 

expressly associated with our DPO dpo@catenon.com as well as via our mailing address. 

Our Data Protection Officer is also the contact person for any requests made under the scope of 

pay transparency regulations. Queries relating to pay ranges, salary determination criteria and 

associated rights of access may be channelled through them. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. HOW CAN YOU EXERCISE YOUR RIGHTS? 
 

In accordance with the European Data Protection Regulation and Spanish Organic Law 3/2018 

on Personal Data Protection, you always have the right to exercise the rights acknowledged as 

the owner of your personal data. At times, such exercise may require identity verification 

through valid identity documents. When intending to exercise a right, it is important you know 

and choose the right exercised in virtue of the purpose and characteristics thereof. For this 

purpose, what follows is a description of each one of them. 

mailto:dpo@catenon.com
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Right of Access. You may receive confirmation of whether or not CATENON is processing your 

personal data, as well as obtain information, such as: (i) the different purposes of processing 

and data categories; (ii) the categories of recipients to whom your personal data are disclosed 

and if any such disclosure is affected by international transfers; (iii) the periods of storage; (iv) 

the source in case your personal data were not directly collected. CATENON will provide a copy 

of the personal data processing. 

Right of Rectification. You have the right to update your personal data if you believe they are 

inaccurate and even have the right to complete or add data in virtue of the purposes for which 

they are processed. Any such rectification may also be done automatically by CATENON when it 

has reliable information of an inaccuracy under the principle of personal data quality.  

You may communicate any correction to us through email at lopd@catenon.com or through the 

form provided on the Website.  

Right of Erasure. You may request the deletion of your personal data without undue delay; 

however, such right may be affected by the legal grounds associated with the purpose of 

processing. In any case, CATENON will inform you of any reasons why it is not able to delete your 

personal data. Nonetheless, it will be required to block them when any correction or deletion 

occurs. In certain circumstances, such as contractual or precontractual relations, as well as for 

the purposes of research and improvement of processes along with liabilities deriving from the 

processing or also in virtue of legitimate interests, your data will not be deleted. Nevertheless, 

the necessary technical and organizational measures will be implemented to prevent processing 

for the purposes for which the processing was being done.  

Right of Restriction of Processing. You have the right to request CATENON restrict the 

processing of your personal data in the following situations: (i) If you have challenged the 

accuracy of your personal data and we must verify the accuracy thereof; (ii) If you believe the 

processing of your data is being carried out illegally and you object to the erasure thereof and, 

for such purpose, demand the restriction of the use thereof instead; (iii) CATENON does not 

require your personal data to process them but you need them to file or exercise related 

complaints; (iv) For the time it takes to verify the lawfulness of processing if you have objected 

to such processing.   

This right, for example, will be applied when you request the restriction of processing of the 

information we have. However, this right may mean it is impossible to continue being included 

in a selection process until a final decision is made. Likewise, CATENON by default restricts the 

processing of your personal data which may have come from external sources until you freely 

and voluntarily make a decision (to be a future candidate, for example). 

Right of Objection. You have the right to object to the processing of your personal data. 

Likewise, you may object to the mailing of communications, particularly commercial 

communications, from CATENON. For this purpose, we request your consent in order to register 

for any such communications. We also insert the procedure for deleting your name from our 

mailing list at any time through all communications we send. Any such objection will not be 

effective when such communications are necessary in virtue of the service or a balanced 

legitimate interest in the purpose of the communication.  

mailto:lopd@catenon.com
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Right of Data Portability. Whenever the processing does not affect intellectual property rights, 

industrial property rights or commercial secrecy, and we may transfer them to another personal 

data processor based on consent or under the performance of a contract when such personal 

data are in a structured, commonly used format that may be mechanically read or is 

interoperable. 

The right to withdraw consent. You have the right to reject the processing of your personal data 

for personal reasons or for direct marketing purposes. 

The right not to be subject to automated individual decisions. CATENON has no intention of 

allowing your personal data and associated information to be the sole basis of or object of 

decision making where such action could be considered discriminatory or may illegal. 

Nonetheless, this right will not be applicable when: 

• It is necessary for the performance of a contract. 

• The processing is based on previously granted consent. 

CATENON does not make automatic decisions on the basis of the data it processes, but rather 

all decisions require human intervention (experts in selection or recruitment processes) to make 

determinations or for the individualized object in each case.  

If any artificial intelligence or algorithms are used in the future to support selection, CATENON 

will guarantee human supervision and transparency of the criteria used in accordance with 

European regulations applicable to artificial intelligence and digital rights. 

The right to file a complaint with a supervisory authority. The CATENON Group’s registered 

address is Paseo de la Castellana, 93 - 11ª Planta (Edificio Cadagua) 28046 Madrid, Spain. 

Therefore, the competent supervisory authority is the Spanish Data Protection Agency (AEPD) 

given that the purpose and means of processing with respect to your personal data are 

supervised by said authority.  

In order to file a complaint related to the rights granted in terms of privacy or in relation to 

possible breaches of personal data protection regulations, you may address the AEPD through 

the following link https://sedeagpd.gob.es/sede-electronica-

web/vistas/formNuevaReclamacion/limeTurvey.jsf or by filing a complaint in person at the 

supervisory authority’s headquarters: 

Spanish Data Protection Agency 

C/ Jorge Juan, 6  

28001-Madrid 

Phone number: 901 100 099 / 91 266 35 17 

Right to access pay information.  

In addition to the rights recognized by the GDPR, you may request information on salary ranges 

for the job you apply for, the objective salary determination criteria and, when appropriate, 

information concerning gender pay gaps under the terms of applicable regulations (Directive 

(EU) 2023/970 and equivalent laws in international jurisdictions). 

https://sedeagpd.gob.es/sede-electronica-web/vistas/formNuevaReclamacion/limeSurvey.jsf
https://sedeagpd.gob.es/sede-electronica-web/vistas/formNuevaReclamacion/limeSurvey.jsf
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It is hereby clarified that the exercise of any such rights will be fulfilled within the legal periods 

and channelled through the DPO (dpo@catenon.com). 

CATENON guarantees that no one will suffer adverse consequences or any retaliation for 

exercising rights acknowledged under this policy, including those related to pay information and 

equal treatment. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. PROCESSING 
 

In a view to ensuring personal data processing transparency for stakeholders, CATENON is 

providing the mandatory information associated with its primary processing activities in virtue 

of articles 5, 12, 13 and 30 of the GDPR. 

Activities PRIVACY INFORMATION 

CONTACT 

Purpose: The resolution of a query you submit through a form. 
Legal basis: Consent in virtue of article 6.1) a GDPR, possibly based on 
legitimate interest in accordance with article 6.1 f) if CATENON must 
communicate due to reasons associated with its activity or the 
provision of services or in the interest of its stakeholders. 
Storage period: A maximum of 12 months or otherwise if they must be 
saved for the purposes of any possible claims or to prevent liabilities or 

mailto:dpo@catenon.com
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comply with legal obligations, in which case they will be deleted after 
fulfilling such obligations. 
Recipients: The associated service providers as data processors 
(Internet Service Providers - ISP). 
International transfers: Intra-group disclosures may exist in order to 
service queries affecting CATENON entities outside the EEA, always 
applying the guarantees described in the international transfers 
section. 

NEWSLETTER 

Purpose: To send the newsletters or communications published by the 
group to our recipients; each group entity will send the referenced 
communications to its own list of recipients. Analyses are performed on 
mailings (openings, rejections, requests to be deleted from mailing lists, 
the content accessed, forwards) for the purposes of service 
improvements and traceability.  
Legal basis: The consent granted by recipients who register (art. 6.1 a) 
GDPR) or the data controller’s legitimate interest (art. 6.1 f) GDPR), 
always offering the mechanisms to be deleted from the mailing list. 
Storage period: Until the data subject decides to object to the 
processing or request deletion from the mailing list; we will process the 
email address for such purpose as long as the subscription is 
maintained. 
Recipients: Email mailing and measurement platforms, acting as data 
processors.  
International transfers: For service providers located in the United 
States, entities will be used which are certified under the EU–US Data 
Privacy Framework or, when applicable, Standard Contractual Clauses 
(SCCs) or additional measures will be used. (This text replaces prior 
references to the “Privacy Shield”). 

CANDIDATES  
 

Purpose: Recruitment and selection processes based on professional 
profiles in virtue of job offers in various sectors of activity. This includes 
the processing of the information necessary to assess suitability; 
identification and contact details; CV details; recommendation letters; 
skill or psychotechnical tests; video interviews (with image and voice) 
after being informed; verifications (references, experience, 
qualifications) and other essential information for adequate 
management of the process. 
Salary data (pay transparency): 
• In compliance with Directive (EU) 2023/970 and applicable 

international regulations (including state and municipal regulations 
in the United States), CATENON will not request or process 
candidates’ prior salary histories or use them as classification or 
negotiation criteria. 

• When necessary, CATENON will only process salary expectations as 
declared by candidates within the salary ranges published for the 
job, as well as information that is considered strictly essential in 
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order to comply with pay transparency obligations under the laws 
(for example, the preparation of aggregate reports or the 
accreditation of the range offered). 

• For benchmarking or salary studies, aggregate and anonymized 
data will be used without identifying any natural persons or 
individualized links to candidate records. 

• When required, CATENON will provide data subjects with 
information on the objective criteria for determining salaries 
and/or salary ranges associated with a specific job under the terms 
and restrictions set forth by applicable regulations. 

Legal basis: 
• Article 6.1 b) GDPR (performance of a contract or precontractual 

measures) to manage selection processes; 
• Article 6.1 c) GDPR (compliance with a legal obligation) for pay 

transparency and equality requirements; 
• Article 6.1. f) GDPR (legitimate interest) for verifications, the 

prevention of fraud in processes, to improve processes and conduct 
research with pseudonymized/anonymized data. 

Storage period:  
• The personal data will be processed throughout the selection 

process and will be blocked at the end of such process in order to 
fulfil any legal liabilities or requirements. 

• The maximum storage period following the termination of a 
contract may be up to 10 years in accordance with the corporate 
policy on storage for liabilities and research and improvement, 
maintaining pseudonymization or anonymization techniques as 
appropriate. 

• Pay data linked to the process (e.g., salary expectations) will be 
deleted or anonymized at the end of each process unless there is a 
specific legal obligation to store such data (proving compliance with 
pay transparency, for example). 

Recipients:  
• CATENON group entities and clients offering jobs which request the 

selection process, with access limited to the necessary information 
to make decisions; 

• Technology and evaluation service providers acting as data 
processors; 

• Trusted third parties as strictly necessary for verifications 
(references, qualifications) subject to contractual instructions and 
confidentiality obligations. 

International transfers:  
• They may occur for international selection projects (access by 

subsidiaries, partners, clients or candidates located outside the 
EEA). 

• CATENON applies Binding Corporate Rules (BCR) for intra-group 
flows; and, when appropriate, SCCs or adequacy decisions. For the 
United States, entities will be used which have endorsed the EU–
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US Data Privacy Framework or SCCs with additional measures will 
be used. 

 
Given the particular sensitivity and potential impact of pay information, 
CATENON applies reinforced technical and organizational measures 
(encryption, role-based access control, access registration and 
traceability, “need-to-know” sharing, and anonymization for reporting) 
and, when appropriate, conducts specific Impact Assessments (DPIA). 

STAKEHOLDERS 
 

Purpose: To serve stakeholders with which the CATENON group relates. 
Legal basis: A contractual relationship in virtue of article 6.1) b) GDPR, 
and legitimate interest in accordance with article 6.1 f) if CATENON 
must communicate due to reasons associated with its activity or the 
provision of services or in the interest of its stakeholders. 
Storage period: Up to 12 months or otherwise if they must be saved for 
the purposes of any possible claims or to prevent liabilities or comply 
with legal obligations, in which case they will be deleted after fulfilling 
such obligations. 
Recipients: The associated service providers as data processors 
(Internet Service Providers - ISP). 
International transfers: To group companies when any of them are 
located outside the European Economic Area for the purpose of 
resolving communications that may affect them. 

RESEARCH 
 

Purpose: To process functional, statistical and analytical data to 
evaluate and improve recruitment and selection processes (matching 
quality, coverage times, tool efficacy, etc.). 
Legal basis: legitimate interest (art. 6.1 f) GDPR), following a study to 
balance the need, proportionality and suitability, and safeguarded to 
protect the rights and interests of data subjects. 
Storage period: When essential, the personal data will be processed 
pseudonymized or anonymized; storage will match the quality and 
purpose of the data, preventing any re-identification. 
Recipients: Technology and analytics service providers, as the data 
processors. 
International transfers: None are expected by default; if necessary, 
BCR, SCCs or the corresponding adequacy decisions will be applied. 
Specific restrictions: As concerns pay, only aggregate and anonymized 
data will be used; any analytical exploitation of individual salaries or the 
use thereof to profile natural persons will be excluded. 

CLIENTS 

Purpose: The performance of a contractual relationship to manage 
selection and recruitment processes involving professional profiles for 
all third-party entities in various sectors of activity based on the 
requirements and specifications included in job offers. 
Legal basis: A contractual relationship in virtue of article 6.1) b) GDPR, 
and legitimate interest in accordance with article 6.1 f) if CATENON 
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must communicate due to reasons associated with the recruitment and 
selection service.  
Storage period: Until the end of the contractual relationship and to 
process any complaints or prevent liabilities or comply with legal 
obligations, in which case they will be deleted after fulfilling such 
obligations. 
Recipients: The associated service providers as data processors to 
secure the information, as well as CATENON group entities, and 
partners and agents in virtue of the client’s geographic location and 
effective management of the information on candidates involved in a 
particular selection process. 
International transfers: Transfers are possible to group entities, 
partners and clients outside the EEA with the guarantees described 
(BCR, SCCs, adequacy decisions; DPF for the USA when applicable). 

SERVICE PROVIDERS 

Purpose: Integrated management of the group’s service providers 
(official approval, contracts, billing, support and security). 
Legal basis: A contractual relationship in virtue of article 6.1) b) GDPR, 
and legitimate interest in accordance with article 6.1 f) if CATENON 
must communicate due to reasons associated with the contractual 
relationship. 
Storage period: Until the end of the contractual relationship and to 
process any complaints or prevent liabilities or comply with legal 
obligations, in which case they will be deleted after fulfilling such 
obligations. 
Recipients: The associated service providers as data processors to 
secure the information, as well as CATENON group entities. 
International transfers: Transfers are possible to group companies or 
service providers located outside the EEA. In the United States, service 
providers will be prioritized who are certified under the EU–US Data 
Privacy Framework; in all other third countries, SCCs and additional 
security measures.  

MARKETING 

Purpose: Processing for marketing purposes (inbound/outbound) with 
respect to affiliate programs (leads) or through the features offered by 
social media/platforms. CATENON does not perform any segmenting 
based on sensitive personal data or use any individual salary 
information; it uses non-discriminatory segmenting based on 
categories of interest, affinity or the characteristics of the service. 
Legal basis: Legitimate interest (art. 6.1 f) GDPR) and, when applicable, 
consent (art. 6.1 a) GDPR). 
Storage period: In accordance with the validity period of any particular 
campaign and, where appropriate, until consent is revoked. 
Recipients: Adtech service providers and platforms as data processors. 
International transfers: Transfers may exist based on the platforms 
used, applying adequacy decisions, DPF (USA) or SCCs. 
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SOCIAL MEDIA 
 

Purpose: Interaction with users in accordance with the policies in effect 
for each platform (Facebook, YouTube, LinkedIn, X/Twitter, Instagram), 
the dissemination of first-party content, responses to messages and 
comments. 
Legal basis: In virtue of a legitimate interest in accordance with article 
6.1 f) GDPR. 
Recipients: No third party will access your social platform user data 
through CATENON except for the platform itself. 
Storage period: We will save your data only for the time necessary to 
be able to interact with you. We hereby inform you that each platform 
or social media network has its own policy and settings. Therefore, we 
recommend you read such policies and adjust your profiles accordingly. 
International transfers: Depending on the company that owns the 
platform; CATENON does not engage in any additional transfers outside 
the flows inherent to each social media network. 

COOKIES 

Purpose: Functional, statistical and marketing purposes. 
Legal basis: Consent and legitimate interest. 
Storage period: As expressly indicated for each of the cookies detailed 
in the corresponding section. 
Recipients: The associated service providers as data processors. 
International transfers: Transfers may exist based on the third parties 
who manage the cookies; adequacy decisions, DPF (USA) or SCCs will be 
applied. 
Additional information: Access to the links to third parties that manage 
the cookies saved for such purpose. 
Rights: Configuration under the parameters we recommend for cookie 
storage, conservation and elimination. 
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7. HOW DO WE COLLECT AND PROCESS YOUR PERSONAL DATA? 
 

The ultimate aim for CATENON is the worldwide search for talent so that people may participate 

in selection (recruitment) processes involving different entities in a variety of sectors through 

our RPO model. This model makes it possible to streamline processes and raise the quality of 

expectations with regard to both candidates and job offering companies. 

In this context, CATENON may collect and process personal data in the following ways: 

Direct collection 

The candidate expressly agrees to work with CATENON and, therefore, be included in specific 

open processes or in future processed based on their profiles. This information is obtained 

directly when: 

• You register for an offer through our platforms. 

• You submit your CV, cover letter, references or other documents. 

• You participate in evaluation tests, in-person interviews or video interviews. 

• You voluntarily provide data through communications with our selection teams. 

Indirect collection 

The candidate may be included in CATENON processes following searches and assessments of 

the characteristics associated with a specific job offer or future recruitment needs. In such cases, 

your express acceptance will always be requested to work with CATENON and be included in its 

selection processes. 

Internal sources 

Through direct communication with the candidate via channels owned by CATENON or expressly 

authorized, guaranteeing the information collected is only used for the purposes described 

herein. 
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External sources 

• Job search platforms where CATENON publishes offers (e.g., Infojobs, Iberempleos, Indeed). 

• Third-party professional platforms such as LinkedIn, GitHub and other sector networks. 

• Talent search consulting firms and professionals. 

• Data analysis service providers and technology providers who make it possible to identify 

suitable profiles for selection processes. 

In all cases, the candidate will receive the necessary and sufficient information from CATENON 

to freely and expressly decide whether or not to be included in our selection processes and the 

group’s talent assets. 

Pay data 

In compliance with Directive (EU) 2023/970 on pay transparency, as well as applicable 

regulations in the United States, Canada, Australia, Japan and the United Kingdom, CATENON 

establishes the following specific guarantees with regard to the processing of pay data: 

• We do not ask for or process any pay history related to candidates. 

• Only when necessary, salary expectations expressed by the candidates within ranges 

published for the offers will be collected. 

• The pay information processed will be limited to that which is strictly necessary for proper 

management of the selection process and to comply with legal pay transparency obligations. 

• Pay data may be used to prepare statistics and benchmarking studies, always anonymized 

and aggregate, without any individual identification of any natural person. 

Processing and additional guarantees 

All data collected are processed in accordance with the principles of the GDPR and LOPDGDD: 

• Lawfulness, fairness and transparency: We clearly provide information on the purpose of 

each type of processing. 

• Purpose limitation: The data are exclusively processed for selection processes, the provision 

of talent consulting services and compliance with legal obligations. 

• Data minimization: We only process adequate and pertinent data limited to that which is 

strictly necessary. 

• Integrity and confidentiality: We apply reinforced technical and organizational security 

measures, particularly as concerns pay data. 

• International transfers: When data are processed in third countries, Binding Corporate 

Rules (BCRs), Standard Contractual Clauses (SCCs) or, for the United States, service 

providers which are EU–US Data Privacy Framework certified are used. 
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8. FOR WHAT PURPOSE DO WE PROCESS YOUR PERSONAL DATA? 
 

The information we may process with respect to any identified or identifiable natural person will 

be processed for the following purposes, which may be independent of each other or 

complementary. 

TALENT SEARCHES 

For its talent search processes (Research and Data Processing – RDP), CATENON may collect 

information from internal sources (candidates already registered, data subjects directly through 

our platforms or offices) or external sources (job platforms, professional networks, data analysis 

service providers, specialist consultants). 

Irrespective of the origin, it is essential that any possible talent confirm their interest in working 

with CATENON through the express acceptance mechanisms the entity makes available. Only 

with such acceptance is it possible for a candidate to be included in our selection assets and 

participate in present or future processes. 

SELECTION PROCESSES 

After a candidate shows an interest in participating in our selection processes for third parties 

(clients in different sectors of activity), CATENON will process the necessary information for: 

• Personal and professional identification (given name, surnames, email address, telephone 

number, job position, experience). 

• Work experience and education documentation (CV, recommendation letters, certificates). 

• Evaluation tests (skills, psychotechnical, group dynamics). 

• Video interviews (image and voice), with informed consent. 

• Checks of references, experience and qualifications. 

• Other information needed for certain processes (official work history certificate, 

professional accreditation certificates, background checks, when required by law or the job 

offering client). 

Pay data in selection processes: 

• CATENON undertakes not to request or process any salary history related to candidates or 

use it as criteria for classification or negotiation. 

• Only when necessary, salary expectations expressed by the candidates themselves within 

ranges published for the offers may be saved. 
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• In compliance with Directive (EU) 2023/970, and equivalent laws in the United States, 

Canada, Australia, Japan and the United Kingdom, candidates shall have the right to receive 

information on the objective criteria used to determine salaries associated with the job 

position, as well as on the applicable pay ranges. 

• The pay data will only be processed to manage the process and comply with legal pay 

transparency obligations, and will be deleted or anonymized at the end of the process unless 

there is a legal obligation to save it. 

NEWSLETTERS AND COMMUNICATIONS 

CATENON designs and distributes content through newsletters and communications 

(promotional or informational) aimed at clients, service providers and candidates who have 

granted their consent or are a part of our processes with a legitimate interest. These 

communications are managed through specialist service providers and subject to statistical 

analysis (openings, unsubscribes, forwards) in order to improve the efficacy of the service. 

QUERIES, COMPLAINTS AND REQUESTS FOR CONTACT 

You may communicate with CATENON at any time with queries, complaints or notifications. All 

such communication will be processed with a legitimate interest for the sole purpose of offering 

a response of the highest quality as quickly as possible. Under no circumstances will your data 

be shared with third parties unless required by the request and always subject to the law. 

SERVICE PROVIDERS AND CLIENTS 

CATENON processes clients’ and service providers’ personal data in order to perform and 

develop the corresponding contractual or commercial relations. This includes administrative 

management, billing, professional communications and, where appropriate, coordination with 

clients to guarantee the publication of pay ranges for job offers, when required by the 

applicable regulations. 

Likewise, based on legitimate interest or consent, CATENON may send corporate newsletters or 

service communications. 

SOCIAL MEDIA 

CATENON maintains profiles on different social media networks and platforms (LinkedIn, 

Facebook, Instagram, X/Twitter, YouTube). The purpose is to disseminate its own or sector-

related content, and interact with users in accordance with the policies implemented by each 

platform. 

THE BLOG 

Through its corporate blog, CATENON publishes content of interest related to its business 

activity and the sector, enabling users to interact with comments subject to conditions of respect 

and moderation. 

MARKETING 
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CATENON may process data for inbound and outbound marketing purposes, affiliate programs 

(leads) or through the features offered by social media/platforms. None of such processing is 

based on sensitive personal data or individual pay information, but rather non-discriminatory 

segmentations based on interests, activities or affinity. 

STAKEHOLDERS 

CATENON processes personal data linked to its stakeholders (shareholders, providers, clients, 

candidates, agents) as part of its corporate activities and any legal or necessary communications.  

RESEARCH AND PROCESS IMPROVEMENT 

CATENON processes statistical, functional and analytical data in order to improve the efficacy 

and quality of its selection processes. 

• When personal data are used, pseudonymization or anonymization will always be applied. 

• As concerns pay, only aggregate and anonymized data will be used without any link to 

natural persons. 

COOKIES 

Technical, statistical and marketing cookies are used for the proper functioning of the website 

and content reproduced. Details on each type of cookie, the purpose thereof, time saved and 

mechanisms for managing them are available in the specific section on cookies. 
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9. WHAT IS THE LEGAL BASIS FOR EACH OF THESE PURPOSES? 
 

The processing of personal data and identity-related information performed by CATENON for 

the different processing activities is based on the following legal bases, pursuant to article 6 of 

the GDPR and other applicable regulations: 

a) Candidate selection processes 

When you decide to work with CATENON in order to be considered in a selection process, you 

do so in virtue of certain conditions regulating your inclusion and the management of said 

process. Therefore, the processing of your personal data is covered by: 

• Article 6.1 b) GDPR – The performance of a contract or the application of precontractual 

measures. This includes assessing your application, the disclosure of information related to 

open processes, reference checks, interviews and skills testing, as well as disclosure to 

companies offering jobs to complete the selection process. 

• Article 6.1 c) GDPR – Compliance with legal obligations. In particular: 

o Those deriving from labour and equal opportunity laws, including Directive (EU) 

2023/970 on pay transparency. 

o The obligation to ensure job offers publish the corresponding pay ranges when so 

required by national or international regulations. 

o The obligation to refrain from collecting candidates’ pay history in countries where such 

action is prohibited (EU, several states in the USA, Canada, Australia, Japan, etc.). 

o The obligation to process requests of access to the objective criteria for determining 

salaries and gender pay gaps, in cases where legally provided for. 

• Article 6.1 f) GDPR – Legitimate interest. Applicable to: 

o The verification and validation of information provided by candidates. 

o The prevention of fraud in selection processes. 

o Statistical evaluations and the improvement of recruitment processes with 

pseudonymized and anonymized data. 

o Benchmarking studies exclusively with aggregated, anonymized data without any 

identification of candidates. 

b) Communications and marketing (newsletters, social media, blog) 

• Article 6.1 a) GDPR – Consent, when the user voluntarily subscribes to newsletters. 
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• Article 6.1 f) GDPR – Legitimate interest, when sending informational communications 

relating to selection processes, services or professional events, always offering mechanisms 

to unsubscribe or object to the processing. 

c) Relations with clients and service providers 

• Article 6.1 b) GDPR – The performance of a contractual relationship (process management, 

billing, coordination). 

• Article 6.1 f) GDPR – Legitimate interest in the professional communications needed to 

provide the service. 

d) Stakeholder management 

• Article 6.1 b) GDPR – The fulfilment of obligations deriving from a contractual or statutory 

relationship. 

• Article 6.1 f) GDPR – Legitimate interest in maintaining the necessary corporate 

communications with shareholders, investors, agents and other stakeholders. 

e) Research and process improvement 

• Article 6.1 f) GDPR – Legitimate interest after balancing the proportionality and need, and 

always with pseudonymized or anonymized data, and exclusively for statistical purposes and 

to improve processes. 

• With regard to pay information, CATENON restricts the processing to aggregate and 

anonymous data, without using individual salaries or direct links to candidates. 

f) Contact and management of complaints 

• Article 6.1 a) GDPR – Consent from the data subject when in voluntary contact. 

• Article 6.1 f) GDPR – CATENON’s legitimate interest in providing responses and 

appropriately managing queries and complaints. 

g) Regulatory compliance and international legal obligations 

CATENON may process your data based on article 6.1 c) GDPR, when necessary to: 

• Answer requests from supervisory authorities (Spanish Data Protection Agency or other 

national and international data protection authorities). 

• Comply with laws on pay equality and pay transparency. 

• Meeting tax, labour, contractual or Social Security obligations. 

• To apply internationally renowned data protection systems, such as the EU–US Data Privacy 

Framework for transfers to the United States, or renowned adequacy decisions for countries 

such as Japan, Canada and the United Kingdom. 
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10. WHO MAY ACCESS YOUR PERSONAL DATA? 
 

There are different situations where third parties may engage in processing operations involving 

your personal data, always under data processing contracts, co-responsibility agreements 

when applicable, and subject to the technical and organizational measures described in this 

policy. What follows is a list of recipient categories and the conditions of access needed to fulfil 

the purposes indicated. 

10.1. CATENON Group entities 

For the purpose of managing recruitment and selection processes internationally, the Group 

entities may access your data all while centralizing the means and purposes at the registered 

address in Spain and in all cases applying the expected guarantees for international transfers. 

For guidance only, the Group entities include: 

• Catenon Iberia, S.A.U. 

• Innovaciones para la Gestión de Personas, S.L. 

• Catenon, S.A.R.L. 

• Catenon, GMBH 

• Catenon Servicios de Consultoría, Formação e Recrutamento em Recursos Humanos, LTDA. 

• Hub Innova & Talento S.A. de C.V. 

The list of entities may be updated to reflect changes as concerns new companies or to delete 

old companies without hindering the guarantees applicable. 

Access to pay data (specific limitation): access by Group entities to pay information will be 

restricted to authorized personnel as strictly necessary to manage the process, always 

respecting the ban on collecting and using salary histories and limited any processing to salary 

expectations within a published range and the essential information to comply with pay 

transparency obligations. 

10.2. Third-party entities offering jobs (employer clients) 

The clients that ask CATENON to recruit candidates for their job offers may access the necessary 

information to know the status of the corresponding processes and evaluate the suitability of 

candidates for the time necessary to make decisions linked to the selection process. 

Access to pay data (specific limitation): 

• Clients will not have access to candidates’ salary histories (prohibited by our policy and by 

pay transparency regulations). 

• When pertinent to the process and in accordance with applicable regulations, they may 

know the pay ranges published for the job and, when appropriate, the salary expectations 

as declared by candidates within such range. 
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• Any reporting to clients on pay will be done aggregately and anonymized, unless there is a 

legal obligation otherwise. 

10.3. Service providers (data processors) 

Certain technology or support service providers can access your data to guarantee the security, 

availability and continuity of the services provided by CATENON (infrastructure, electronic 

communications, analysis and support for the Smapick platform, evaluation and verification 

tools, for example). Among others: 

• Uniway (technology services), with ISO 27001 certification or other equivalent security 

systems. 

• Communications platforms to send and measure newsletters with updated international 

transfer guarantees and processor contractual commitments. 

• Other technology or analytical support service providers under confidentiality obligations, 

minimum access and prohibitions on use for purposes other than as instructed by CATENON. 

Update for the USA: when the service provider is located in the United States, valid EU–US Data 

Privacy Framework certification will be required or, in lack thereof, Standard Contractual Clauses 

(SCCs) must be signed with additional technical and organizational measures. This update 

replaces historical references to the Privacy Shield. 

10.4. Trustworthy third parties and the necessary checks 

Based on the characteristics of the selection process requested by the client and, when essential, 

CATENON may use trustworthy third parties (e.g., to check references, qualifications, skills or 

professional certification) under written instructions with strict confidentiality obligations. 

Access will be restricted to that which is absolutely necessary to conduct the requested check. 

10.5. Public authorities and bodies 

CATENON may disclose data to the administrative or court authorities when there is a legal 

requirement to do so or it is necessary for the exercise of actions or defence against claims, 

including those related to equality and pay transparency (e.g., labour inspections, data 

protection authorities, supervisory bodies), under the terms legally provided for. 

 

10.6. Applicable principles of access, confidentiality and security 

The following principles and controls apply accumulatively to all types of access listed: 

• Need and proportionality (“need-to-know”): access is limited to the data strictly necessary 

for the authorized purpose, with special restrictions on pay data. 

• Control over access in Smapick: role-based management, registration and traceability of 

access and operations, separation of environments and restricted sharing (exportation and 

duplication are not permitted outside the enabled channels). 
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• Prohibition on salary history: neither CATENON nor its recipients may request or use a 

candidate’s salary history as criteria for classification, negotiation or decision making. 

• Pseudonymization/anonymization: mandatory use for statistical analysis, benchmarking 

and reporting which does not require individual identification; as concerns pay, reporting to 

third parties shall be done aggregately. 

• Contracting and auditing: all processors sign processing agreements with clauses on 

confidentiality, the erasure/return of data upon completion of the service, and are subject 

to due diligence and periodic compliance controls. 

• International transfers: when access occurs outside the EEA, CATENON applies BCR, SCCs 

or adequacy decisions; in the USA, the EU–US Data Privacy Framework when applicable (see 

section 12). 

• Reinforced measures for pay data: encryption, restricted access, activity records, reduced 

data storage periods and specific DPIA when the processing may involve a high risk. 

 

 

 

 

 

 

 

 

 

 

 

 

11. ONLINE SELECTION VIDEO INTERVIEWS 
 

The reproduction and access to online video interviews is a part of the service associated with 

the selection process in which the candidate participates; said service is necessary and inherent 

to the recruitment method developed by CATENON. 

As a result, any refusal to participate in a video interview will imply express withdrawal from the 

corresponding selection process since it will not be possible to complete the evaluation required 

by the job offering company and the selection service provided by CATENON. 
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Purpose and legal basis 

• The purpose of processing is to enable evaluation of the candidate’s professional profile by 

employment entities as part of a transparency and effective selection process. 

• The legal basis for processing is: 

o Article 6.1 b) GDPR – The performance of a contract or the application of precontractual 

measures by and between the candidate, the job offering company and CATENON. 

o Article 6.1 f) GDPR – A legitimate interest by the job offering company in objectively 

assessing applicants in a documented manner, ensuring the traceability of contracting 

decisions. 

o Article 6.1 c) GDPR – Compliance with legal obligations and, where appropriate, to 

handle possible liabilities deriving from selection processes. 

Storage 

The video interview recordings will only be saved for the time necessary to be able to: 

• Perform and complete the selection process. 

• Prove the traceability of decisions made. 

• Comply with any legal obligations or handle liabilities deriving from the process. 

Once said period has passed, the recordings will be blocked and then deleted pursuant to the 

corporate storage periods (maximum 10 years for legal liability reasons). 

Technology provider 

The online video interview reproduction and recording service is provided by an external 

technology service provider which is designated as a data processor and with respect to which 

CATENON has verified the following: 

• Adequacy in terms of privacy and security; 

• The implementation of technical and organizational measures; 

• The prohibition of using the data for purposes other than as instructed by CATENON. 

For service providers located outside the European Economic Area, CATENON will require the 

application of adequate international transfer guarantees, including the EU–US Data Privacy 

Framework for the United States, or Standard Contractual Clauses (SCCs) in all other cases. 

Candidate rights 

At all times candidates have the rights listed in section 5 of this policy, including those relating 

to access, rectification, erasure, objection, restriction and portability. 

Moreover, pursuant to Spanish Organic Law 1/1982, of 5 May, on civil protection for the right 

to personal and family honour and privacy and one’s own image, CATENON and, where 
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appropriate, third parties with access to the recordings undertake not to breach the data 

subjects’ rights and to respect their dignity, privacy and own image. 

Informed consent 

By accepting these conditions, the candidate authorizes the reproduction, recording, access and 

disclosure of their image and voice through the online video interview service for the sole 

purpose associated with the selection process in which they are involved. 

 

 

 

 

 

 

 

 

 

 

 

 

 

12. INTERNATIONAL DATA TRANSFERS 
 

In the context of a global and highly digitalized job market, it is becoming more and more 

necessary to diversify the technological resources and use the services of international providers 

and partners which make it possible to not only offer quality services but also maintain the 

security and continuity of our operations. 

The nature of CATENON’s business activity —based on international recruitment and the 

management of selection processes for clients in a number of different jurisdictions— requires 

that both companies in the Group as well as certain partners, agents and job offering clients, as 

well as the candidates themselves located in different countries have quick, secure and reliable 

access to the necessary information for the completion of such processes. 

Aware of this, CATENON applies a framework of internal and external guarantees to all 

stakeholders with which it engages in order to ensure any international personal data transfer 

is done under conditions that maintain confidentiality, integrity, availability and lawfulness of 

processing. 



 

Page 30 of 38 
 

Applicable guarantees 

These guarantees include: 

• Binding Corporate Rules (BCRs): implemented by the CATENON Group to regulate date 

flows between its various subsidiaries and international offices, thus guaranteeing a uniform 

level of protection equivalent to that which is required by the GDPR. 

• Standard Contractual Clauses (SCCs): signed with service providers and third parties located 

outside the European Economic Area in cases where there is no adequacy decision by the 

European Commission. These clauses are complemented with additional technical and 

organizational measures (encryption, pseudonymization, access controls) which reinforce 

the efficacy thereof. 

• European Commission adequacy decisions: CATENON endorses the adequacy decisions 

passed by the European Commission with respect to certain countries offering an equivalent 

level of protection (e.g., Canada, Japan, the United Kingdom). 

• EU–US Data Privacy Framework (DPF): in relation to the United States, CATENON only uses 

service providers and platforms that prove their valid DPF certification, as approved by the 

European Commission in July 2023, thus ensuring an adequate level of personal data 

protection. In lack of such certification, reinforced SCCs with complementary security 

measures shall apply. 

• Security certifications and international standards: our technology service providers are 

certified under ISO/IEC 27001, SOC 2 or other equivalent systems as an additional guarantee 

that the information remains incorruptible, available, authentic and under strict security 

protocols. 

Principles of action 

All international transfers are done in accordance with the following principles: 

• Limitation of purpose: the data transferred may only be used for the purposes expressly 

authorized. 

• Need and proportionality: only the data strictly necessary for the selectin process or the 

provision of the service contracted will be transferred. 

• Transparency: candidates, clients, service providers and all other data subjects are informed 

of transfers and the guarantees applied. 

• Ongoing supervision: CATENON conducts internal audits and periodic reviews to verify the 

efficacy of the measures applied and the adequacy of international service providers. 

CATENON will periodically review the validity of adequacy decisions and international 

certifications applicable, taking additional or substitute measures when any of them become 

invalid or are modified by the European Commission or the competent authorities. 
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13. SECURITY 
 

CATENON has implemented all the technical and organizational measures necessary to 

guarantee the security of the personal data and prevent the unauthorized alteration, loss, 

processing or access thereof. These measures are applied considering the state of technology, 

the nature of the data saved (including the special sensitivity of pay data) and risks to which they 

may be exposed, whether by human action or physical or natural causes. 

Our main mission is to ensure and guarantee personal data processing and the associated 

information comply at all times with the principles of custody, integrity, confidentiality, 

availability and resilience. For the effective operation of the compliance model used within the 

Group, we have implemented the following actions, among others: 

• Security policies, both physical and software-related, which are periodically revised and 

adapted to the evolution of risks and technologies.  

• Periodical revision and updating of the privacy policy, based on the processing and 

purposes. 
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• Internal and external audits on data collection, storage and processing, including physical 

security measures to prevent unauthorized access. 

• Restricted access: personal data are under access controls limited to employees, partners 

and service providers who need to access them to process them on behalf of CATENON, all 

subject to strict confidentiality obligations and possible sanctions in cases of non-

compliance. 

• The collection of informed consent and the establishment of mechanisms that ensure 

proper management of personal information. 

• The appointment of a Data Protection Officer (DPO) as an independent intermediary with 

stakeholders and supervisory authorities. 

• Servers and databases with reinforced guarantees against unconsented access. 

• Encryption of most of our services through advanced protocols (TLS/SSL) and data 

pseudonymization systems. 

• Periodic risk assessments and Data Protection Impact Assessments (DPIA) for processing 

that may lead to a high risk for data subjects’ rights, particularly pay data. 

• Preventive controls (due diligence) for the selection and supervision of service and 

technology providers, including international certification requirements (ISO/IEC 27001, 

SOC 2 or the equivalent). 

• Common security policies applicable to all Group companies, irrespective of their 

geographic location in order to unify and harmonize processes and guarantee a 

homogeneous level of protection. 

• Anonymization and blocking protocols for processing processes which no longer require 

identification data, with a special emphasis on processing pay information for statistical 

purposes or benchmarking. 

• The transfer of data through secure channels, subject to confidentiality agreements. 

• Registration and traceability of accesses in the Smapick platform, including the monitoring 

of operations and role-based segmentation. 

• Transparency and lawfulness in data disclosures, conducting impact assessments and 

reviewing protocols before any subsequent processing or international transfer. 

• Complaint filing channels and active collaboration with the competent authorities in 

managing possible data protection incidents. 

• A security breach management system, which includes early detection, mitigation and 

supervisory authority notification protocols, as well as communication with data subjects in 

the situations legally provided for. 

As concerns pay data, CATENON applies reinforced security measures consisting of: 
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• Encryption in transit and at rest. 

• Limited access under the “need-to-know” principle. 

• Mandatory pseudonymization and anonymization for statistical purposes and 

benchmarking. 

• Specific access records and monitoring. 

• Reduced storage periods, with deletion or anonymization at the end of each process unless 

there is a specific legal obligation otherwise. 

The CATENON Group is constantly concerned with safekeeping the information and engages in 

ongoing efforts to guarantee the trust placed in us by candidates, clients and service providers. 

Transparency is a central requirement of our compliance model, and a reflection of the 

commitment undertaken to protect the personal information of everyone we relate with. 

 

 

 

14. ANNEX – CANDIDATES AND CLIENTS IN THE UNITED STATES 
 

This Annex applies to candidates, clients and other data subjects located in the United States. It 

complements this Transparency and Privacy Policy. 

Applicable regulations 

In addition to Regulation (EU) 2016/679 (GDPR) and Spanish Organic Law 3/2018 (LOPDGDD), 

certain state privacy laws may be applicable in the USA, including but not limited to: 

• The California Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA) 

• The Colorado Privacy Act (CPA) 

• The Virginia Consumer Data Protection Act (VCDPA) 

• The Connecticut Data Privacy Act (CTDPA) 

• The Utah Consumer Privacy Act (UCPA) 

Acknowledged rights 

Based on the state of residence, data subjects may exercise additional rights which include: 

• Knowing which categories of personal data we collect and how we use them. 

• Requesting access to the personal information processed and/or deleted. 

• Correcting inaccurate data. 
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• Objecting to the sale or shared use of data for targeted advertising purposes. 

• Restricting the use of sensitive personal information. 

• Not being subject of any discrimination due to exercising any of these rights. 

Exercising rights 

Data subjects may exercise these rights through the following channels: 

• Email: lopd@catenon.com or dpo@catenon.com 

• Mailing address: Paseo de la Castellana, 93 – 11ª Planta, 28046 Madrid, Spain 

CATENON may request proof of identity before processing a request as per applicable legal 

requirements. 

International transfers 

The data of data subjects in the USA may be transferred to Spain (EU) and other jurisdictions in 

which the CATENON Group operates. Such transfers are done under the guarantees provided 

for in the GDPR (BCRs, Standard Contractual Clauses, adequacy decisions) and, in the case of the 

United States, they may be covered by valid EU–US Data Privacy Framework certification when 

applicable. 
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15. INTERNATIONAL ANNEX – CANDIDATES AND CLIENTS OUTSIDE THE 

EEA 
 

Scope. This Annex applies when selection processes, job offer publications or access by clients 

affect countries located outside the European Economic Area (EEA), irrespective of the fact that 

the primary processing is done in Smapick (Spain) under the GDPR. 

15.1. Common principles 

• Data controller and framework regulations: CATENON, S.A. (Spain) as the data controller; 

application of GDPR/LOPDGDD to centralized processing in Smapick. 

• Pay transparency: CATENON does not ask for or use candidates’ salary histories. It may only 

process salary expectations within published ranges in a voluntary and optional manner. 

• Global publications: when an offer may be made in a particular jurisdiction (including 

remote work or accessible to residents), CATENON will adapt the publication to local 

obligations concerning ranges and minimum content. 

• Minimization and reinforced security: special protection for pay data (limited access, 

encryption, traceability, anonymization at the end of each process). 

• Rights and non-retaliation: no data subject will suffer adverse consequences for exercising 

their privacy rights or requesting pay information. 

15.2. Jurisdictions with relevant obligations (operational summary) 

This table is provided for guidance only and is periodically updated based on regulatory changes. 

• The United States 



 

Page 36 of 38 
 

o Candidates: several states require salary ranges in job offers (e.g., CA, CO, NY, WA) and 

prohibit requesting salary histories. 

o Access to Smapick: clients in the USA access under the EU–US Data Privacy Framework 

(if certified) or SCCs. 

• Canada 

o British Colombia (BC): a mandatory range in published job offers with salary histories 

prohibited; scope includes publications accessible to residents (including remote work). 

o Ontario: an obligation to report compensation/range in adverts (pursuant to the entry 

into force of regulations). 

• European Union 

o Candidates: an obligation to publish ranges (at the beginning of the process or before 

interviews) with requests for salary histories prohibited. 

 

• Australia 

o Candidates: no general obligation of providing ranges in private adverts; ranges are 

recommended for transparency purposes. 

• New Zealand 

o Candidates: no general obligation of providing ranges (best practices). 

• Japan 

o Workers: the disclosure of gender pay gaps by large enterprises; a focus on internal 

transparency. 

• Brazil 

o Candidates: no general obligation of providing ranges in adverts. 

• Mexico / Chile / rest of LATAM 

o Equal pay and non-discrimination as a general rule. No transversal obligation on 

ranges in adverts or any federal prohibitions on histories (except sector/local 

initiatives). Best transparency practices apply. 

• India / Singapore and other APAC jurisdictions 

o Equal pay frameworks and fair employment policies; no general obligation of 

providing ranges in private adverts. Ranges and non-discrimination guides are 

recommended. 

15.3. Publications and communications with candidates 
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• Minimum job offer content (when applicable): ranges/bands, benefits (if required by local 

laws), a description of the job and how to apply. 

• Forms and interviews: do not include fields or questions on current or past salaries. An 

optional field for salary expectations with an express warning not to reveal actual salary 

history. 

• Benchmarking: only aggregate/anonymized data (never individual) for market studies. 

15.4. International transfers and remote access 

• Intra-group: BCRs. 

• Third countries: SCCs or adequacy decisions (depends on the country). 

• USA: EU–US Data Privacy Framework when the recipient is certified; in other cases, SCCs 

and complementary measures. 

• Smapick Controls: access by roles, logs, non-exportation outside enabled channels. 

 

15.5. Rights of data subjects outside the EEA 

In addition to the rights under the GDPR, data subjects may have additional rights based on their 

state or country (e.g., CCPA/CPRA in California). 

Channels to exercise rights: lopd@catenon.com / dpo@catenon.com / the mailing address 

indicated in this Policy. CATENON may verify the person’s identity before processing the request. 

No retaliation will be taken for exercising these rights. 

15.6. Scope of remote job offers and territorial criteria 

When a job offer is not restricted to a particular location or allows teleworking from countries 

with pay transparency rules, CATENON will apply the content required by the jurisdiction 

potentially reached (e.g., visible range in territories where such is required). 

15.7. Updates to this Annex 

This Annex is periodically revised to reflect changes in regulations or the criteria used by the 

authorities. If there is any conflict between this Annex and local laws in effect, the latter shall 

prevail in processes which affect such territory, without prejudice to the application of the GDPR 

for all processing done in Spain. 

 

 

This Policy is periodically revised to adapt to regulatory, technological or operational changes 

that may affect the protection of personal data or pay transparency obligations. 
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